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Firewall problems with FTPFirewall problems with FTP

• Client-side Firewalls
– the client is behind a firewall and cannot be 

reached directly from the outside
• NATs

– the client is behind a NAT device and cannot be 
reached from the outside
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ClientClient--side Firewalls: Solutionside Firewalls: Solution 11

• Solution 1: The client user should 
configure their FTP client program to use 
PASV rather than PORT. (Using passive 
mode may not solve the problem if there is 
a similar restrictive firewall on the server 
side.)
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The The TwoTwo TypesTypes of Data of Data TransfersTransfers --
ActiveActive (PORT) and (PORT) and PassivePassive (PASV)(PASV)

• The client program can specify active mode by 
sending the "PORT" command to instruct that the 
server should connect back to a specified IP 
address and port number and then send the data.

• Or, a client program can choose passive mode by 
using the "PASV" command to ask that the server 
tell the client an IP address and port number that 
the client can connect to and receive the data.
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The The TwoTwo TypesTypes of Data of Data TransfersTransfers --
ActiveActive (PORT) and (PORT) and PassivePassive (PASV)(PASV)

• In a nutshell, PORT is used to have the server connect to 
the client, and PASV is used to have the client connect to 
the server. Since the client connects to the server to 
establish the control connection, it would seem logical that 
the client should connect to the server to establish the data 
connection, which would imply that PASV would be 
preferred (and at the same time eliminate the single biggest 
problem with FTP and firewalls).

• Mysteriously, the implementers chose to specify in the 
FTP specification that PORT should be preferred and 
PASV need not be implemented at all by FTP client 
programs.
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ExampleExample SessionsSessions UsingUsing ActiveActive
Data Data TransfersTransfers

• Client: USER anonymous  
• Server: 331 Guest login ok, send your e-mail address as 

password.  
• Client: PASS NcFTP@  
• Server: 230 Logged in anonymously.  
• Client: PORT 192,168,1,2,7,138 The client wants the 

server to send to port number 1930 on IP address 
192.168.1.2. 

• Server: 200 PORT command successful.  
• Client: LIST  
• Server: 150 Opening ASCII mode data connection for 

/bin/ls. The server now connects out from port 21 to 
port 1930 on 192.168.1.2. 

• Server: 226 Listing completed. That succeeded, so the 
data is now sent over the established data connection. 

• Client: QUIT  
• Server: 221 Goodbye. 



PSA15

ExampleExample SessionsSessions UsingUsing Passive Passive 
Data Data TransfersTransfers

• Client: USER anonymous  
• Server: 331 Guest login ok, send your e-mail address as 

password.  
• Client: PASS NcFTP@  
• Server: 230 Logged in anonymously.  
• Client: PASV The client is asking where he should connect. 
• Server: 227 Entering Passive Mode (172,16,3,4,204,173) The 

server replies with port 52397 on IP address 172.16.3.4. 
• Client: LIST  
• Server: 150 Data connection accepted from 172.16.3.4:52397; 

transfer starting. The client has now connected to the 
server at port 52397 on IP address 172.16.3.4. 

• Server: 226 Listing completed. That succeeded, so the data 
is now sent over the established data connection. 

• Client: QUIT  
• Server: 221 Goodbye. 
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ClientClient--side Firewalls: Solution 2side Firewalls: Solution 2

• Solution 2: A better solution is for the network 
administrator of the client network to use high-quality 
network address translation software. Devices can keep 
track of FTP data connections, and when a client on a 
private network uses "PORT" with an internal network 
address, the device should dynamically rewrite the packet 
containing the PORT and IP address and change the 
address so that it refers to the external IP address of the 
routing device.
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Solution Solution 2, continued2, continued

• The device would then have to route the connection 
incoming from the remote FTP server back to the internal 
network address of the client. I.e., from the example above 
we had:

• Client: PORT 192,168,1,2,7,138
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• When the packet containing this PORT reaches 
the routing device, it should be rewritten like this, 
assuming the external address is 17.254.0.26:

• Client: PORT 17,254,0,26,7,138
• The remote server would then attempt to connect 

to 17.254.0.26:1930. The routing device in this 
example would then forward all traffic for this 
connection to and from the client address at 
192.168.1.2:1930.
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More More infoinfo

• http://www.ncftp.com/ncftpd/doc/misc/ftp_
and_firewalls.html
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TFTP TFTP –– TrivialTrivial FTPFTP
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