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Entities

User

«__Token request

Access Req
(incl. Token)




User navigates to Resource Client

Build your network (hy?)

Find contacts who are already on Linkedln

——

Web email contacts
f=

iheck your address book to find contacts who are on Linkedin.

. Gmail " Other
" AQL E-*

Yau will be taken to Yahoo! to enter your
uzername and passwaord.

Login to Yahoo!




User authenticated by Authorization Server

< Sign in to Yahoo! - Microsoft Internet Explorer provided by NOKIA

File Edit Wiew Favorites Tools Help

alalo

eBack - J \ﬂ @ _;j /I__\J Search ||~ Folders “i:(Favorites @3 El [-':v }&v :\__,',_ ] - _J }é Llhj Tj a%_-v @ ﬁ .ﬁ%ﬁ

Address |@ https: jflagin.wahoo, com/configilogin?. sre=appuserf., done=https%30.%:2F % 2Fapi.login. vahoo. com%:2FWSLogin: 2FY 1 9 2Fwslogin®s 3Fappid%:30cy a_PAFIKY 2KjGEd2ikZej TUMPESFLEX4Kma % 2659301 V| Go Links ** 6 Snaglt IﬂJ
Google (G~ viGooa @D B~ €% Bockmarks~ Ehot7blocked PP Check » - [o# sendtow () Settings =

Hoo’ Yahoao! - Help 2
Y& A
To start using this service... o
Sign in to Yahoo!
© Step 1: Sign in to Yahoo! (
‘ahoo! encourages folks with new ideas to work with Yahoo!'s own toals and I Are you protected?
X .\ Cresgte your zign-in seal.
services to make them even better and mare useful for you. ¥ou'll need to (A7)
sign in to allow them to work with the personal information that you keep with )
Yahool.
ahoo! 1D
Step 2: Give your permission. | |
After you sign in we'll ask you to give us permission to share your persanal (e . freelrhyme@yahon com)
data with the developer of this service.
Fassward:
[ Keep me signed in
far 2 weeks unless | sign out, '™
[Uncheck if on & shared computer]
Forget your 1D or password? | Help
Don't have a Yahoo! ID? L3
Signing up is easy.
Sign Up
One Yahoo! ID. So much fun!
Uze it to check mail, listen to music,
share photos, play games, instant b




User authorizes Resource Consumer to

Yahoo! - Terms - Microsoft Internet Explorer provided by NHOKIA

File Edit Wiew Favorites Tools Help

access Resource Server

Address |féj https:/fapi.login, yahoo,comWSsLogingy 1 fwslogin?appid=cya_PAfTky2KiGkd2ik Zel TUNPpEFLER 4K maRts=121532 3357 &sig=a1401bd223c01 27d651 91 198386386338, scrumb=hmMDaryi, 31 Y| G0 Liks ™ @ Snagle &7

YAHOO!D ahoo! - Help ~

Now we need your permission to grant access to your Yahoo!
account

http:/iwww linkedin.com is asking you and Yahoo! for the ability 1o automatically log you into your Yahoo! account through a service ar
application that is provided by http:iwww.linkedin.com, and to:

read vour data in Yahoo! Address Book
read and write to your data inYahoo! Address Book

By clicking * Agree” below, you give Yahoo! permission to enable hittp:/www.linkedin.com to access your Yahoo! account far this
purpose, and further agree to the Autormatic Login Terms of Service below.

Keep in mind:

hitp:/iwww.linkedin.com will not be able to access any data you keep on Yahoo! other than the data identified above.

The permission will expire in 2 weeks.

You can change this permission by visiting the My Account page and selecting the Partner Accounts link. Mote that revoking
permission may take up to 24 hours.

Ifyou change your passward, you may be required to give permission again,

The Yahoo! privacy policy does not apply to hitpzwww linkedin.com; please read their privacy policy to learn mare about how they
treat wour personal information.

Yahoo! has no affiliation with http:/iwww.linkedin.com and cannot guarantee the security of any user data that you permit
http://www.linkedin.com to access.

Sign-in Permissions

Fleaze review the following terms and indicate wour agreement below, Wiew all and print S‘.
Automatic Login Terms of Service - Please read carefully 5
¥our use of automatic login with third party sites is at your sole

risk. While ¥ahoo! takes measures to protect the privacy and v

By clicking "1 agree”, ywou agree that vou hawe read and understand these terms.

| Agree ] [ | Da Mat Agree

II(




Resource Client calls the
Resource Server API

inkedlIn: Imported Contacts: Hewly Added Contacts - Microsoft Internet Explorer provided by HOKIA

File Edit Wiew Favorites Tools Help 1','
Address |@ http: . linkedin, comjupload Contacts Pechecklpload=&handle=%:2Fp%: 2F2 %% 2F000%2F00c %% 2F 1ba%:2F2f 4 70 1F4 2EL k&t ask Type=import ContactsérefreshCount=18context=5&sartAction=lastnarm V| Go Links > @ Snaglt &'
-~
Linkedﬁ® Accournt & Settings | Help | Sign Out 1
People |~ Jobs '~ Answers |/~ Companies|~ Advanced Search
6 We added 20 contact{s).
£ Home Contacts
0 o
sy Groups + X e i i
Connections | Imported Contacts | Metwork Statistics Add Connections  Remove Connections
4% Profile +
B contacts . These are your newly added contacts that are not yet connected ta you on Linkedin. Invite them to connect!
= -~
¥ Inbox + Select All Showving 20 of 20 cortacts. E:> Razool, & —
V. ZSudheer, Babu
| A | e
B A, Razool Hari, C
ahmdrazooli@yaho.. arnit guel |
C i .
See detailz » Ranjlth, W
ol Chandra B Sajil, Korath
Kiran Babu, Sudheer Armitava, Kundu
Arehitast ot Mokia India Pt vanair2g@yahoo.com Rghunathan, Mavaneethan L4
FChie okIa INCia % i
Lt G See details » B =a w
what are you working on? c ) o
C P, Mahir [ Add a personal nate to your invitation
E:l cpmahir@yshoo.co...
— K See detailz » -
“our profile iz 25% Imvite selected conta
complete [ Edit | C. Hari 4
.
hehembukavedya. ..
N See detailz »
G
P goel, amit Architect at Semanticinsights (in
amitgoelamtgamsail...
R See detailzs »
S K
T K, Ranjith 2
P S =
£ = —




Remark: Authentication

Yahoo in our example may outside the
authentication part to other providers (e.qg.
using OpenlID).

Authorization Server and Resource Server do

® Firefox File Edit View History Bookmarks Tools Window Help

L Helé
/ a0 - Yy N N N
'CL' () (<) (M) Ll azsignaiscom, https://launchpad.37signals.com/signin
Sign in with your
OpeniD
—al” 2
=Y
|
1 (] Remember me on this computer ( u , \J




Remark: Authorization

Asking the user for consent prior to share
information is considered privacy-friendly.

User interfaces for obtaining user content may
not always be great.

Google accounts

[ ]

Launchpad.37signals.com is asking for some information from your Google Account hannes.tschofenig@gmail.com

= Google profile: hannes.tschofenig

L N W s W
. Signin | | Cancel |

W Remember me



Remark: Authorization, cont.

https://pip.verisignlabs.com/authenticate?target=render&identityName=hannestschofenig

VeriSign Labs

Personal Identity Portal =-t

Sign In with Your OpenlID
Personal The Web site, httpiwww.tschofenig.priv.at/wp/ is requesting verification that
lcon hannestschofenig is your OpenlD.
Select when you want the trust relationship for this site to expire and click Allow to verify your
identity.
Click Deny to deny this request and return to hitp./iwww.tschofenig.priv.atiwpy.

E Mever Expire
O Expireon: (Nov 2] (10 %) [ 2010 1)

O Expire After Signing In

Deny |  Allow |




Remark: Authorization, cont.

Date a Web Address OpeniD Transaction Type v 7  Expiration v Action
2010-11-10  https:Maunchpad.37 hannestschofenig Authentication Never Edit | Delete
2010-11-08  https:/aunchpad.37 hannestschofenig Authentication 2010-11-10 Edit | Delete
2009-05-13  https:my.pbworks.c  hannestschofenig Data Exchange Mever Edit | Delete
2008-12-20  http:/my.pbwiki.com  hannestschofenig Data Exchange Mever Edit | Delete
2008-08-13 httpafemailtoid.net!  hannestschofenig Data Exchange Mever Edit | Delete

HannesTschofenig

Hannes. Tschofenigi@gmx.net

Hannes Tschofenig

E Mever Expire

D Expireun:[“'"“"" W‘][m‘? H‘][m "*']

() Expire Immediately

E:amal| 5m|




Remark: Authorization, cont.

Request for permission

OAuth 2.0 Test is requesting permission to do the following:

' Access my basic information

Includes name, profile picture, gender,
networks, user 1D, list of friends and any
other information I've shared with
EVEeryone.

Report application

Logged in as Hannes Tschofenig (Mot you?)

OAuth 2.0 Test

Don't allow
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Remark: Prior-Registration

Many Resource Server require registration of
Resource Client’s prior to usage.

Example: http://developer.cligset.com/api

®no

@ED’ @ (& [ hup://cligset.com/apps wv B

Most Visited - Getting Started  Latest Headlines 3 Apple Yahoo! Google Maps YouTube Wikipedia News- Popular~ Apple Yahoo! Google Maps YouTube Wikipedia News~ Popu

Cligset

G ome =Xplore
: = ! = Settings -
Applications
Main Add an application

Manage applications
From here you can register and manage applications on the Cligset platform. Have an idea? Get started!

| Add new application

Applications

You haven't registered any applications


http://developer.cliqset.com/api

Remark,
cont.

Application details

Application name:

Example

Description:

Logo:

lcon:

Website URL:

Callback URL:

Create application



History
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History

November 2006: Blaine Cook was looking into the
ossibility of using OpenID to accomplish the
unctionality for delegated authentication. He got in

touch with some other folks that had a similar need.

December 2006: Blaine wrote a "reference
implementation” for Twitter based on all the existing
OAuth-patterned APIs, which Blaine and Kellan Elliott-
McCrea turned into a rough functional draft

April 2007: Google group was created with a small group
of implementers to write a proposal for an open

protocol.
July 2007: OAuth 1.0 (with code for major programming
languages)

September 2007: Re-write of specification to focus on a
single flow (instead of "web", "mobile", and "desktop”

flows)

Deployment of OAuth well on it’'s way:
ttp:/ /wiki.oauth.net/ServiceProviders

15


http://groups.google.com/group/oauth
http://wiki.oauth.net/ServiceProviders

History, cont.

1st OAuth BOF (Minneapolis, November 2008, IETF#73)

e BOF Chairs: Sam Hartman, Mark Nottingham

e BOF went OK but a couple of charter questions couldn’t be resolved.
2nd QAuth BOF (San Francisco, March 2009, IETF#74)

e BOF Chairs: Hannes Tschofenig, Blaine Cook

e Charter discussed on the mailing list and also during the meeting. Finalized shortly
after the meeting

IETF wide review of the OAuth charter text (28t April 2009)

e Announcement: http://www.ietf.ora/mail-archive/web/ietf-
announce/current/msg06009.html

OAuth working group was created (May 2009)
e Chairs: Blaine Cook, Peter Saint Andre

Feb 2010: 'The OAuth 1.0 Protocol ' approved as Informational RFC:

e http://www.ietf.org/mail-archive/web/ietf-announce/current/msg07047.html
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http://www.ietf.org/mail-archive/web/ietf-announce/current/msg06009.html
http://www.ietf.org/mail-archive/web/ietf-announce/current/msg07047.html

History, cont.

March 2010: Peter Saint Andre became Area Director and Hannes
Tschofenig became Blaine’s co-chair.

March 2010: IETF OAuth meeting in Anaheim

April 2010: OAuth 2.0 <draft-ietf-oauth-v2-00.txt> published co-
authored by Eran, Dick, David.

May 2010: First OAuth interim meeting co-located with IIW to discuss
open issues.

July 2010: Maastricht IETF meeting

November 2010: Document split into “"abstract” specification and
separate bearer token and message signing specification.

November 2010: Beijing IETF meeting — no official OAuth working
group meeting. Discussions about security for OAuth

17


http://www.ietf.org/internet-drafts/draft-ietf-oauth-v2-00.txt

«__Token request

Access Req
(incl. Token)

Entities

User
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Work Areas

User Interfa

Authentication

Token Format
And Content

Authz Server
Interaction

Data Exchange

Request Security

OAuth Profiles




Web Server Flow



Usler

i
: Enters URL

User Agent (Browser) ‘ ‘ Resource Consumer (Web Server)

Present AuthMNZ interface

N S

Opens URL

el

Present credentials and authorize (or deny)

Display Progress

Redirect to AuthZ

il

Open redirect URL

Start OAuth Process

1

Authorization Server

-
Present AuthNZ interface

-

Present submitted form data frpm User

Redirect to RC with Authorizati

n Code

1

il

Follow Redirect to RC

Verify and store AuthN [ AuthZ data from User.

Resource Server

Display Progress

T

i

: Present Authorization Code

| =

: Return Access Token (w/Optional Refresh Token) H

i T

| ! !

: [ loop /| :

| | |

X | Fetch protected resource w/Access Token. !

I | =

: Return protected resource. :

| ! ! !
User Agent (Browser) ‘ ‘ Resource Consumer (Web Server) Authorization Server
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A little bit about OAuth security...




Work Areas

User Interfa

Authentication

Token Format
And Content

Authz Server
Interaction

Data Exchange

Request Security

OAuth Profiles




“"Bearer Token”

Request

oken

Token




“"Message Signing”

Request

b-

Token,
{Request}SK,{SK}
Bob



Conclusion

Open Web Authentication (OAuth) is
developed in the IETF to provide
delegated authentication for Web-
based environments.

e Usage for non-Web based applications has been
proposed as well.

Join the OAuth mailing list at
http://datatracker.ietf.org/wqg/oauth
/charter
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http://datatracker.ietf.org/wg/oauth/charter/

